California Consumer Privacy Act (CCPA)
Policy and Procedures
DATE EFFECTIVE: January 1, 2020
DATE(S) REVISED:
DEPARTMENT(S): Human Resources, Revenue Cycle Management and Information
Technology
PURPOSE:
The purpose of this policy is to ensure compliance with AB 25, California Consumer Privacy Act
(CCPA), Chapter 763, Section 1798.130 and 1798.145.
CCPA grants various rights to consumers regarding their personal information held by businesses
that includes right to request the disclosure of personal information it has collected and to have
the information held by the business deleted as specified.
The organization will ensure that personal information retained by the business will be disclosed
upon request of the consumer, free of charge within 45 days of receipt and verification.
The organization has implemented reasonable security procedures as required under Health
Insurance Portability and Accountability Act of 1996 (HIPAA) Standards for Privacy and Security
regulations to ensure protections of all patient, business and proprietary information.
POLICY:
The organization makes available to California consumers, two methods for submitting requests
for information required to be disclosure pursuant to Section 1798.110 and 1798.115 that include
a toll-free telephone number and our website address.
There is no charge to the consumer for the disclosure to them regarding the information
requested.
The disclosure shall include the date of the disclosure, name of the business disclosed to,
description of the information disclosed and the business purpose to cover the period of 12months of the verified consumer request.
A disclosure request is limited to the same consumer no more than twice in the 12-month period.
The information will be readily available in a usable format that allows the consumer to transmit
the information from one entity to another entity without hindrance.
The organization will transmit personal information through authentication with the method of
encryption and password protections.
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The obligations imposed on businesses by this title shall not restrict a business’ ability to:
(1) Comply with federal, state, or local laws.
(2) Comply with a civil, criminal, or regulatory inquiry, investigation, subpoena, or summons by
federal, state, or local authorities.
(3) Cooperate with law enforcement agencies concerning conduct or activity that the business,
service provider, or third party reasonably and in good faith believes may violate federal, state, or
local law.
(4) Exercise or defend legal claims.
(5) Collect, use, retain, sell, or disclose consumer information that is deidentified or in the
aggregate consumer information.
(6) Collect or sell a consumer’s personal information if every aspect of that commercial conduct
takes place wholly outside of California.
For purposes of this title, commercial conduct takes place wholly outside of California if the
business collected that information while the consumer was outside of California, no part of the
sale of the consumer’s personal information occurred in California, and no personal information
collected while the consumer was in California is sold.
This paragraph shall not permit a business from storing, including on a device, personal
information about a consumer when the consumer is in California and then collecting that personal
information when the consumer and stored personal information is outside of California.
This title shall not apply to any of the following:
(A) Medical information governed by the Confidentiality of Medical Information Act (Part 2.6
(commencing with Section 56) of Division 1) or protected health information that is collected by a
covered entity or business associate governed by the privacy, security, and breach notification
rules issued by the United States Department of Health and Human Services, Parts 160 and 164
of Title 45 of the Code of Federal Regulations, established pursuant to the Health Insurance
Portability and Accountability Act of 1996 (Public Law 104-191) and the Health Information
Technology for Economic and Clinical Health Act (Public Law 111-5).
(B) A provider of health care governed by the Confidentiality of Medical Information Act (Part 2.6
(commencing with Section 56) of Division 1) or a covered entity governed by the privacy, security,
and breach notification rules issued by the United States Department of Health and Human
Services, Parts 160 and 164 of Title 45 of the Code of Federal Regulations, established pursuant
to the Health Insurance Portability and Accountability Act of 1996 (Public Law 104-191), to the
extent the provider or covered entity maintains patient information in the same manner as medical
information or protected health information as described in subparagraph (A) of this section.
(C) Information collected as part of a clinical trial subject to the Federal Policy for the Protection
of Human Subjects, also known as the Common Rule, pursuant to good clinical practice
guidelines issued by the International Council for Harmonization or pursuant to human subject
protection requirements of the United States Food and Drug Administration.
California Consumer Privacy Act (CCPA) Policy and Procedures

HIPAA Privacy and Security Program Manual

2

(2) For purposes of this subdivision, the definitions of “medical information” and “provider of health
care” in Section 56.05 shall apply and the definitions of “business associate,” “covered entity,”
and “protected health information” in Section 160.103 of Title 45 of the Code of Federal
Regulations shall apply.
(d) This title shall not apply to the sale of personal information to or from a consumer reporting
agency if that information is to be reported in, or used to generate, a consumer report as defined
by subdivision (d) of Section 1681a of Title 15 of the United States Code, and use of that
information is limited by the federal Fair Credit Reporting Act (15 U.S.C. Sec. 1681 et seq.).
(e) This title shall not apply to personal information collected, processed, sold, or disclosed
pursuant to the federal Gramm-Leach-Bliley Act (Public Law 106-102), and implementing
regulations, or the California Financial Information Privacy Act (Division 1.4 (commencing with
Section 4050) of the Financial Code). This subdivision shall not apply to Section 1798.150.
(f) This title shall not apply to personal information collected, processed, sold, or disclosed
pursuant to the Driver’s Privacy Protection Act of 1994 (18 U.S.C. Sec. 2721 et seq.). This
subdivision shall not apply to Section 1798.150.
This title shall not apply to any of the following personal information:
(A) Personal information that is collected by a business about a natural person in the course of
the natural person acting as a job applicant to, an employee of, owner of, director of, officer of,
medical staff member of, or contractor of that business to the extent that the natural person’s
personal information is collected and used by the business solely within the context of the natural
person’s role or former role as a job applicant to, an employee of, owner of, director of, officer of,
medical staff member of, or a contractor of that business.
(B) Personal information that is collected by a business that is emergency contact information of
the natural person acting as a job applicant to, an employee of, owner of, director of, officer of,
medical staff member of, or contractor of that business to the extent that the personal information
is collected and used solely within the context of having an emergency contact on file.
(C) Personal information that is necessary for the business to retain to administer benefits for
another natural person relating to the natural person acting as a job applicant to, an employee of,
owner of, director of, officer of, medical staff member of, or contractor of that business to the
extent that the personal information is collected and used solely within the context of administering
those benefits.
TRAINING
Employees responsible to respond to disclosure requests will receive initial and additional training
on the procedures to process the disclosure in a timely manner.
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